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Our research on cryptocurrencies 

• Security and Privacy of Bitcoin (BC) 

 

• Anonymous micropayments 

 

• Customizable Proofs of Work (PoW) 
 



Security of  Bitcoin P2P Network 

• Methods to discover Peer2Peer topology 

• Address cookies for client fingerprinting 

• Deanonymization of clients 



Deanonymiation of BC 

 

 



Deanonymiation of BC 

• Idea: 8 entry nodes – unique ID of the client 

 

 



Deanonymiation of BC 

Advertising of IP address 

• A client advertises its IP address to all entry 
nodes 

• Each server forwards the address to two 
neighbors 

• Bitcoin server has 125 connection slots 

• Attacker connects to all m free slots 

• Each server forwards tx to (some) neighbors 

• Probability to be the first to catch tx is m/125  

 



Matching rules 

• 60% peers allowed  50+ connections 

• 35% tx catch rate for 2 entry nodes 



Features/Countermeasures 

• Costs less 2000 eur per  month 
• Drawback: Many connections – noticeable 
• Will work even if peer traffic is encrypted 
• Complementary to tx graph analysis 

 
Countermeasures: 
• Fewer entry nodes 
• Rotation/decay of entry nodes 
• Relax anti-DOS protections 

 
 

More in “Deanonymisation of clients in Bitcoin P2P network”,  ACM CCS’14 

https://orbilu.uni.lu/handle/10993/18679 



Bitcoin over Tor 

More in “Bitcoin over Tor isn't a good idea”,  ACM CCS’15 

https://orbilu.uni.lu/handle/10993/18751 

• Tor can be banned using DoS countermeasures (send 
malformed tx) 

• Tor can be used for MitM attacks 

 

• Address cookies - fingerprinting 

 

 

 



Mining as Micropayment 
• Alt-currency mining can be used as micropayment for news 

sites, blogs, video streaming, gaming sites or social media 

 

 



Mining as Micropayment 

• Résumé: We need ASIC-resistant PoW 



Mining as Micropayment 

• Users can donate 10-20% of their CPU power if they 
like           the  content  

• Content provider can expand, give access to more 
services 

• May help to boost crypto-currency economy 

 



Mining as Micropayment 

• Barter of CPU power for services 

• Secure 

• can be anonymous and private 

• Inherently limited to micropayments – hard to 
steal or use for money laundering 

 

More in “Proof-of-Work as Anonymous Micropayment: Rewarding a Tor Relay”,  Financial Crypto’15 

http://orbilu.uni.lu/handle/10993/19655 



Custom PoW 

Features 

• ASIC resistance, Botnet resistance 

• Prover/Verifier asymmetry (hard work to 
mine, easy to verify) 

• Owner/User asymmetry (designer of PoW can 
have mining advantage over regular user) – 
harder to mount 51% takeover attack 

 
More in Dmitry’s presentation, and in “Fast and Tradeoff-Resilient Memory-Hard  
Functions for Cryptocurrencies and Password Hashing” http://eprint.iacr.org/2015/430 

http://t.co/tEy4JiXoJ9

